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Overview 

Multilevel security (MLS) has been a critical security technology for both commercial and 

government customers for many years. As MLS moves into the mainstream, MLS providers must 

decide how they will transition to incorporate new security features found in commercial releases 

of operating system software. 

This paper begins by explaining in simple and general terms what MLS is, how it relates to other 

operating system security technologies, and why it is important. Then two MLS design 

approaches for Solaris 10 are examined: PitBull Foundation from Argus Systems Group and 

Trusted Extensions from Sun Microsystems. It will be seen that Trusted Extensions represents a 

reduction of functionality compared to earlier Sun MLS products, whereas PitBull Foundation 

represents both a merger and an extension of Sun and Argus MLS technologies. 

How to read this paper 

Most people reading this paper will likely have some familiarity with multilevel security (MLS) 

operating systems. The theory underlying MLS has been around since the 1960s, and the first 

operating system to include MLS capabilities, Multics, became commercially available in 1969.
1
 

For those for whom MLS is a new concept, the following is a brief summary of what MLS is and 

why it is important. If the reader is familiar with MLS, you can skip to the next section: “PitBull 

Foundation and Trusted Extensions.” 

MLS—What it is and why it is important 

Commercial operating systems have long used a standard approach to protecting files. The basic 

idea found in nearly every operating system is that a file has an owner and the owner can decide 

who can access his files. The exact mechanism for enforcing this security varies from system to 

system, and some systems have a finer grained or more flexible approach than others. For 

example, the owner may be able to create a list of users and their access abilities (this is usually 

called an access control list) or the system may only allow the owner to specify the access rights 

of one particular group of users. Likewise, the types of access that can be controlled vary from 

system to system: read access, write access, append access, delete access, create access, execute 

access, etc. 

Despite the variations, however, all of these are essentially the same mechanism. They each allow 

the owner of a file to decide, at his discretion, who can access a file and how. This type of 

security is called discretionary access control (DAC) because the access policy is at the discretion 

of the owner. 

DAC is intuitive, simple, and generally matches how people feel they should be able to manage 

their own data. To make DAC work, the operating system has to associate an owner with each 

file, and the operating system has to also attach some kind of indication of what controls are in 

                                                 
1
 For those interested in trivia, the ubiquitous Unix operating system has ties to the Multics project. The 

creators of Unix had worked on the Multics project, and the name “Unix” is a play on that earlier and more 

complex system’s name. Whereas Multics tried to do a great many things, Unix was designed to do a small 

number of things quickly and simply. Information on the history of Multics can be found at 

http://www.multicians.org/history.html. 
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place for each file. Then any time someone tries to use a file, the operating system does a quick 

check to see if the file’s controls allow the person to access the file. 

But sometimes DAC is exactly the wrong security policy. 

For instance, if I have a computer server that is being used by both my accounting department and 

my marketing department, do I really want to rely entirely on the users to properly manage their 

data security? It quickly becomes apparent that just because John in accounting creates a 

spreadsheet of monthly salaries (and thus is the “owner” of that file), that doesn’t mean that John 

should be able to decide to give that spreadsheet to someone in the marketing department. And 

even if John is generally trustworthy, wouldn’t it be better if there were some way that the system 

itself, under the control of the system administrators and security officers, could enforce company 

policies of how data can be shared. 

The problem with DAC isn’t just about trusting users, however. Every running program is 

running with some kind of user identity, even if that identity doesn’t match a real person. For 

instance, the software for an Internet-based store is running with some “user” identity. When that 

software creates files, such as one containing order information or payment details, the files will 

be owned by that fictitious “user.” If all works well, other applications on the server and other 

users logged into the server won’t be able to steal or modify the data associated with the Internet 

store. But what if there is a bug in the software? Since the protection on the files are at the 

discretion of the owner, unintentional software flaws or vulnerabilities being exploited by an 

attacker can end up with the application “giving away” its data. 

Sometimes there are excellent reasons for wanting to remove the “discretionary” from DAC—

which leads us to MAC. 

The problems with DAC affect every type of system being used to processs information that 

needs to be protected. The issue is obvious for the commercial market, but there is one market in 

particular where a non-DAC policy is absolutely essential: national security. 

Governments have long understood the need to label information with the level of security 

associated with it. Some information is top secret and must be carefully protected. Other 

information may be merely confidential—access must be limited, but the data can be more widely 

distributed than something that is secret or top secret. It is clear that the controls on the data 

depend on something about the data itself, not who happens to be handling it or making copies of 

it. 

It was this need for something beyond DAC that resulted in a wholly new form of operating 

system security. This new mechanism, called mandatory access control or MAC, ignores who is 

handling the data. On a computer system that can enforce MAC, the operating system has to add 

a new attribute to files in addition to the owner and any DAC information. This new attribute for 

MAC is called a sensitivity label, or label. A label can be an indication of secrecy, such as top 

secret, or a label can describe a group or department, such as finance department. 

When a user logs onto a system or when an application is run, it is given a label based on 

predetermined rules established by the system administrators and security officers. In general, a 

user or application cannot choose what label it will have—that is something assigned to it. While 

the user or application is running, it will only be able to access system resources that fit the policy 

that has been pre-established. When a new file is created, the label of that file is not chosen by the 

user or application, it is determined by the operating system. 
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When a MAC policy is in place, data can’t flow where it isn’t supposed to, even if the “owner” of 

the data is accidentally or intentionally trying to violate the policy. This means that an operating 

system that understands MAC can create an environment where secure “just happens.” All users 

and applications are automatically running in a secured environment where the security policy is 

being enforced by the system itself rather than depending on the correct functioning of software 

and the compliance of the users. 

One further point about MAC: it isn’t just for files. We’ve been using the example of data stored 

in files, but a system supporting mandatory access control will enforce it on ALL system 

resources. Network interfaces, network addresses, and other network resources will automatically 

have MAC labels. The MAC policy will not only protect the file system, but it will control where 

and how sensitive data can be sent out through a network. The operating system will also use 

MAC to control when and how applications can interact and share data through memory and 

other forms of communication. In short, MAC creates a system-wide policy that remains in force 

regardless of how poorly users and applications may behave. MAC gives the system 

administrators the ability to force correct behavior on applications that would otherwise represent 

severe security risks. 

A system that supports a mandatory access control policy with labels is said to be operating as a 

multilevel security (MLS) system. MLS is the necessary foundation for any system handling 

sensitive information or that may be operating in a hostile environment. The government market 

may have been the driving force behind the original development of MLS systems, but MLS has 

been an essential security technology in the commercial world since the mid-1990s, and its 

commercial use is growing rapidly in today’s hostile Internet environment. 

PitBull Foundation and Trusted Extensions 

Two companies, Sun Microsystems and Argus Systems Group, have been developing commercial 

MLS systems for nearly two decades. The Argus product is called PitBull Foundation. Sun’s 

MLS product is available for Solaris, and up through Solaris 8 it had been called Trusted Solaris. 

In 2005, however, Sun announced that its MLS product for Solaris 10 would change in both 

functionality and name. Sun’s MLS product for Solaris 10, called Trusted Extensions, retains 

many of the features of the older Trusted Solaris, but there are some significant differences. 

A primary reason for Sun’s product change is that Sun had to decide how to integrate the Trusted 

Solaris features into the new Solaris zones architecture of Solaris 10. Solaris zones also provide 

compartmentalization and virtualization abilities, and there are a few ways that these zone 

features overlap some security capabilities inherent in MLS functionality. Whereas Trusted 

Solaris and PitBull Foundation were similar in their feature set and implementation details, each 

incorporating the more traditional approach to MLS, Trusted Extensions represents a step back 

from the more complete and fine-grained MLS that had been widely accepted since the advent of 

Multics in 1969. 

The Argus approach to enhancing Solaris 10 with MLS has followed the traditional design, 

maintaining in PitBull Foundation for Solaris 10 all of the functionality found in versions of the 

product for previous releases of Solaris. In addition, because Solaris 10 includes some features of 

Trusted Solaris in the base system (i.e., without Trusted Extensions being installed), Argus 

designed its PitBull Foundation for Solaris 10 to include both Sun and Argus interfaces and 

functionality where those overlap. 
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An example of such a dual approach can be found in the privilege model for Solaris 10. Both 

Argus and Sun have a long history of providing a fine-grained privilege subsystem to allow a site 

to replace the use of superuser (root) with the much safer practice of granting limited privilege 

rights to software. The underlying designs of the Argus and Sun least privilege subsystems differ 

in a number of ways, both in the way privileges are used and the actual set of privileges 

themselves. Sun has incorporated into Solaris 10 its privilege model from Trusted Solaris so that 

it is available even without Trusted Extensions installed. When Argus released its PitBull 

Foundation for Solaris 10, that product supported both privilege mechanisms simultaneously, 

including both programming interfaces and both sets of functionality. PitBull Foundation thus 

merges both designs into a single unified whole, allowing software to use either or both privilege 

subsystems simultaneously. 

The following sections of this paper contrast and compare some of the MLS features provided by 

Argus’s PitBull Foundation and Sun’s Trusted Extensions. 

Least Privilege 

As was mentioned earlier, Solaris 10 includes the least privilege components of the earlier 

Trusted Solaris products. This mechanism is not modified or extended when Trusted Extensions 

are installed. However, because Trusted Extensions creates additional security functionality (such 

as MAC), certain Solaris 10 privileges have meaning only when Trusted Extensions is installed. 

Labels 

Both PitBull Foundation and Trusted Extensions define sensitivity labels based on the standard 

Label Encodings File as defined in the 1993 Mitre standard.
2
 Both products have identical label 

formats, though the actual code structures differ. 

The principal difference between the two labeling subsystems, however, has to do with what can 

be labeled. PitBull Foundation follows the traditional approach that labels all file system objects, 

processes, externally addressable kernel structures, network resources, printed output, and 

devices. Each label can be individually set. 

Trusted Extensions, however, has backtracked somewhat from this traditional model. Rather than 

giving each resource its own specific label, Trusted Extensions ties the labeling mechanism to 

zones. Thus all the objects operating within a single zone have the same MLS label. True 

multilevel applications can still be supported under Trusted Extensions, but they are faced with 

certain limitations compared with similar applications running under PitBull Foundation or earlier 

versions of Trusted Solaris. 

MLS Applications 

Because of the design link between zones and Trusted Extensions labels, file system MLS takes 

on a slightly different meaning under Trusted Extensions than what users, administrators, and 

security experts are familiar with in traditional MLS systems. Since a label is tied to a zone (and 

thus the zone resources) rather than specifically to the objects themselves, Trusted Extensions can 

no longer easily support applications designed to manage MLS architectures where files of 

different labels physically reside based on function rather than label. By tying a label to a zone, 

                                                 
2
 Compartmented Mode Workstation Labeling: Encoding Format, Release 2.2, September 1993. MITRE 

document MTR10649, Revision 1. Defense Intelligence Agency document DDS-2600-6216-93. 
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Trusted Extensions imposes a file system organization along a zone architecture rather than 

whatever the “natural” structure might be for the application. 

Under Trusted Extensions, MLS functionality can only be achieved by using one or more of three 

mechanisms: (1) running software in the global zone (essentially operating outside of the zone 

mechanism) that manages interactions between resources in different zones; (2) designing the 

software so that it has components running in multiple zones and so that the components 

communicate between zones through network connections; and (3) configuring the non-global 

zone file systems so that certain tree structures are visible in multiple zones (i.e., limited access to 

files at different labels becomes possible). All of these present severe restrictions to sophisticated 

MLS applications that have been in use on traditional MLS systems. 

Under PitBull Foundation, however, labeling has been added on a per-object basis as has been the 

accepted standard since the beginning. Applications are able to take advantage of the security and 

virtualization provided by zones without any impact or limitation being imposed on the MLS 

capabilities within a zone. As with Trusted Extensions, PitBull Foundation fully supports an 

application design that involves components running in the global zone or in multiple non-global 

zones, but PitBull Foundation doesn’t impose the limitation of requiring such an architecture to 

achieve true MLS operations. 

Multilevel and Partitioned Directories 

One of the traditional issues in MLS systems has been how to handle files with different labels 

being stored in the same directory. The trade-off is one of security versus functionality. One 

approach to directories is to make a true MLS directory, where the a file’s existence can be seen 

by any process accessing the directory, but the file’s content can only be accessed based on the 

MAC policy. Although this permits controlled MLS sharing of a directory, it poses two problems. 

The first is that restricted data might be encoded in the name of the file, thus passing data where it 

is not supposed to go even though the file itself is never opened. The second is a problem 

supporting applications running at different labels but needing to access files with the same 

names—files have only one label so some applications won’t be able to access the files in the 

ways that are needed. 

A second approach to directories on an MLS system is to virtualize them. Using this mechanism, 

applications running with different labels can use the same file names, but the operating system 

will correctly locate and use the file of that name that corresponds to the label of the application. 

This allows different applications (or multiple copies of the same application) to be running 

simultaneously at different labels, access the “same” files, but without access problems and 

without the potential security problems inherent in a shared name space. This approach, however, 

gives up the ability to easily share files in MLS environments where the shared data is at a “low” 

level and only needs to be read, not modified, by applications running with different security 

labels. 

PitBull Foundation uses the term multilevel directory to refer to those directories where files with 

different labels share the same directory and where the names are visible to applications running 

at different labels. PitBull Foundation uses the term partitioned directory to refer to the 

virtualized directories where an application sees only files at its own label. PitBull Foundation 

solves this problem by implementing both types of directory structures. Not only does PitBull 

Foundation uniquely provide both types of directories, but it also contains an extension to 

partitioned directories to allow a hybrid form of sharing—certain files can be exported and shared 

(read only) between labels even though only one of the applications will be able to modify the 

file. 
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All of this flexibility and functionality is lost under Trusted Extensions. Trusted Solaris allowed a 

form or partitioned directories that created the virtualization needed for security MLS directories. 

In Solaris 10, however, Trusted Extensions has abdicated this functionality to the zone controls, 

relying on zones to partition and protect file systems but without any of the flexibility and choices 

offered by more complete MLS systems. 

Roles and Authorizations 

The importance and flexibility of roles (as opposed to merely a user name or identity) has been 

recognized for many years. Most commercial operating systems today now provide some role 

mechanism, though such mechanisms are generally primitive. MLS systems, on the other hand, 

have historically required a sophisticated role mechanism to exist in order to support system and 

security administration. Both PitBull Foundation and the older Trusted Solaris have had advanced 

role mechanisms for many years. 

In Solaris 10, the Trusted Solaris role / profile mechanism has been fully integrated. This process 

actually began several versions earlier when it became apparent that Solaris needed to implement 

roles regardless of any MLS capabilities being present. Trusted Extensions thus adds no 

additional role capability beyond what is available in Solaris 10, although Trusted Extensions 

uses roles as part of its MLS management subsystem. 

PitBull Foundation, too, has had a sophisticated role mechanism since its earliest days. The 

PitBull Foundation roles mechanism is different from, and in many ways complementary to, the 

Trusted Solaris mechanism. On PitBull Foundation for Solaris 10, Argus has added its role 

mechanism to what is available in standard Solaris 10. Thus users and administrators have the 

advantages and features of both Argus and Sun roles. 

One interesting feature of the PitBull Foundation role mechanism is the way that roles can be 

used by the operating system in determining how to apply privileges when an application or 

utility is started. This patented mechanism
3
 allows the system to be configured more securely and 

yet with greater flexibility with regard to granting access to powerful software programs. 

Unique Features of PitBull Foundation 

Argus’s PitBull Foundation has a long history of deployment in both commercial and government 

markets. In over 10 years of primarily working within the commercial market, Argus has 

repeatedly enhanced PitBull Foundation with features that, though not strictly needed for MLS 

compliance, have been found to be critical for making its product even more secure and easier to 

incorporate into critical infrastructure architectures. 

Most of these features are not found on any other commercial operating system, MLS or non-

MLS. These features have been included in the PitBull Foundation for Solaris 10 product and are 

discussed in the following sections. 

Trusted Computing Base Protection 

One of the interesting and powerful features of PitBull Foundation is the trusted computing base 

(TCB) protection feature. The TCB feature is a mechanism used to protect system files, 

directories, and devices from unauthorized modification and tampering. To do this, PitBull 

                                                 
3
 United States Patent No. US 6289262, Issued: September 11, 2001. Trusted compartmentalized computer 

operating system. 
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Foundation builds into the operating system itself the concept of whether the system is running in 

an operational mode or a configuration mode. Any resource marked as being part of the TCB, 

that is, something that should never be changed except under unusual and controlled situations, 

cannot be changed while the system is in operational mode. PitBull Foundation ensures that there 

is no privilege or utility that can override this restriction. 

Examples of resources that should probably never be modified or deleted under normal 

circumstances include: 

 system commands 

 operating system files 

 device drivers 

 disk drives 

 system libraries 

 kernel memory 

The only way TCB resources can be modified is to take the system into configuration mode. 

Taking the system into configuration mode requires special authorization and can be carefully 

controlled. The TCB mechanism also creates a separate system security profile for operational 

mode and configuration mode. These profiles are defined by the security administrator for the 

system and can include such things as whether networking is enabled while the system is in 

configuration mode, and if so, what network interfaces, subnets, remote addresses, and protocols 

can be used while in this mode. This powerful security mechanism is a critical tool in creating 

fully protected systems that are running in hostile environments. 

Integrity Labels and Mandatory Integrity Control 

In addition to DAC and MAC discussed earlier in this paper, there are other access control 

policies that are important under certain circumstances. One of these policies is called mandatory 

integrity control (MIC). MIC is designed to impose controls on the system based not on secrecy 

or privacy but on the need for integrity and non-volatility. Just as MAC is not under the control of 

file owners, so too MIC is a policy that is established by the system administrators and is used to 

enforce an integrity policy on the system without relying on the compliance of users or 3
rd

 party 

software. 

The MIC features of PitBull Foundation can be turned off if this security mechanism is not 

applicable for a particular site. PitBull Foundation’s MIC subsystem was designed to meet the 

requirements of the most recent U.S. government’s Common Criteria protection profile for MLS 

operating systems
4
 and is the only commercial operating system with this capability. 

Integrity Checking 

An important part of the security of any system is the ability to verify that the system is in a 

known, secured state. One feature of PitBull Foundation is the check integrity subsystem. PitBull 

Foundation has tools to allow an administrator to take a “snapshot” of various parts of the file 

system and to store that configuration for later use. The system can automatically, such as during 

the boot sequence, or by explicit administrator command run an integrity check of the system or 

piece of the system against a stored configuration. If an inconsistency is found, the database can 

                                                 
4
 U.S. Government Protection Profile for Multi-level Operating Systems in Environments Requiring 

Medium Robustness, Version 1.91, Issued: 16 March 2007. This standard can be downloaded from 

http://www.commoncriteriaportal.org/public/files/ppfiles/PP_OS_ML_MR2.0_V1.91.pdf 
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be updated, the file can be fixed, or the problem can simply be recorded for later examination. 

Some of the attributes that are tracked by the check integrity subsystem include: 

 file checksum 

 file type (regular file, device file, pipe, etc.) 

 file size, file owner, file permission bits 

 file MAC label 

 file MIC label 

 file authorizations/roles 

 file privileges 

Other PitBull Foundation Features 

There are a number of other features that are found in PitBull Foundation but that are not 

available through standard Solaris 10 or Trusted Extensions. These include the addition of file 

security flags (that can add append-only restrictions to a file), kernel security flags, superuser 

emulation mode for the least privilege subsystem, additional login controls (including a two-man 

or four-eyes enforcer), and many other security features and tools. All of these represent features 

found on earlier PitBull Foundation versions for Solaris and IBM’s AIX operating systems. 

Conclusion 

Multilevel security (MLS) is a critical security technology for protecting systems processing 

sensitive information or running in hostile environments. Both Argus PitBull Foundation and Sun 

Trusted Extensions add MLS capabilities to Solaris 10. Trusted Extensions represents a slight 

step backwards from the MLS capabilities of its predecessor, Trusted Solaris. PitBull Foundation, 

however, merges its well-established MLS technology with Solaris 10, providing simultaneous 

support for both the Sun and Argus features. PitBull Foundation for Solaris 10 also represent a 

significant step forward by its adding new security features not found on previous versions of 

PitBull Foundation or Trusted Solaris. Users and administrators that are looking to migrate from 

Trusted Solaris on Solaris 8 may find that Argus’s PitBull Foundation for Solaris 10 is a closer 

match and a simpler upgrade than Sun’s own Trusted Extensions, especially if the user or 

administrator needs MLS functionality that has traditionally been assumed for all MLS systems. 


